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FM AMEMBASSY BONN 
TO AMEMBASSY PARIS NIACT IMMEDIATE 
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SECRET SECTION 01 OF 02 BONN 17557 

PARIS FOR RON DOLLIN AND KISSINGER STAFF; STATE PLEASE 
PASS TO SUSAN MCFARLAND, KISSINGER'S OFFICE 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJ: BONN/FRANKFURT VISIT OF 10/22-26/77. 

1 . BONN GOVERNMENT HAS ASSIGNED SECURITY PRIORITY NO. 

2 TO THE VISITS OF HAK AND BRZEZINSKI. THIS GUARANTEES 
SECURITY GROUP ACCOMPANIMENT AT ALL TIMES. PARTIALLY 
ARMORED CONSULATE VEHICLES WITH EMBASSY DRIVERS WILL BE 
UTILIZED IN BOTH BONN AND FRANKFURT. 

2. FOREIGN MINISTRY IS PROVIDING A LIMO AND DRIVER FOR 
NK. DOLLIN TO WORK SEPARATE NK ACTIVITY. 

3. FOREIGN MINISTRY TO PROVIDE CHOPPER FOR BONN-FRANK- 
FURT ROUND TRIP (CAPACITY NINE PASSENGERS). BONN CHOPPER 
PAD TO FRANKFURT USA/U.S. ARMY PAD WITH CLOSED ARRIVAL/ 

DEPARTURE PROCEDURES AT BOTH LOCATIONS. 

4. SECURITY 
ARRIVAL: 10/22/77 

100 WHISKEY KILO ARRIVALS MIL SIDE OF BONN-COLOGNE 
AIRPORT (CLOSED) ARRIVAL. 

SECRET 
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MOTORCADE: CAR NO. 1 - HAK, NK, DR. KINKEL (BACK 
SEAT). EMBASSY DRIVER, WEB, SG (FRONT SEAT). (LUGGAGE 
IN TRUNK.) 

CAR NO. 2 - SG AND JMCK (BACK SEAT). SG AND 
DRIVER (FRONT SEAT). 

CAR NO. 3 - MIKE HABIB, IACK COVEY (BACK 
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SEAT). RON DOLLIN AND DRIVER (FRONT SEAT). REMAINDER OF 
LUGGAGE IN REAR OF THE STATION WAGON. 

5. FOREIGN MINISTER GUEST HOUSE: GUEST HOUSE 

WAS RESIDENCE OF FORMER CHANCELLOR WILLY BRANDT. 
SECURITY FOR GROUNDS AND RESIDENCE IS STILL INTACT. 
GERMAN BORDER PATROL WITH DOGS CONTROL PERIMETER AND 
GROUNDS. SECURITY GROUP ON DUTY IN RESIDENCE 
DURING ALL HOURS OF OCCUPANCY. 

6. HOTEL BRISTOL: SECURITY IS EFFECTED 0700 ON 
SATURDAY 10/22 AND IS JOINT FUNCTION OF BONN FIRST 
PRECINCT POLICE AND FEDERAL POLICE. EIGHTEEN UNIFORMED 
POLICE ON DUTY AT ALL TIMES PATROLLING HOTEL INTERIOR 
AND PERIMETERS INCLUDING DOG HANDLERS. 

ALL PERSONFL WHETHER GUESTS, STAFF OR SECURITY WILL 
WEARPROMINENT IDS. (SEE THAT HEADING). ACCESS TO 
ROOF AND ENGINEER ROOMS SEALED. NO ADJOINING BUILDING 
HAVE ACCESS TO ROOF. ALL AIR EXTERIOR INTAKE 
LOCATED ON ROOF. CLOSE CIRCUIT TV MONITORING ELEVATOR 
DOORS AND FIRE EXITS OF 5TH, 6TH, AND 7TH FLOORS, AS 
WELL AS HOTEL ACCESS. FIRE/AMBULANCE SERVICES ON STAND 
BY. HAK DAY ROOM NO. 704; DR ROOM NO. 714; CP 
ROOM NO. 709. 

7. FRANKFURT HOF: SECURITY PROCEDURES SIMILAR AS THOSE 
SECRET 

SECRET 

PAGE 03 BONN 17557 01 OF 02 21 1812Z 

OF BRISTOL HOTEL SUNDAY 1000 THROUGH DEPARTURE. SECURITY 
EFFECTED BY FRANKFURT POLICE. 

HAK AND NK SUITE NO. 308; WEB AND JMCKNO. 327 OR 330. 

JC OR RD ROOM 329. CP ROOM 309. FRANKFURT ALLGEMEINE 
BREAKFAST IN SALON NOS. 4 OR 5. 

8. IDENTIFICATION: WEB ET AL. CURRENT PIN WORN WITH 
WHITE STRIPE VERTICAL. TRI-LATERAL COMMISSION MEMBERS 
AND WIVES. LAMINATED NUMBERED WHITE, 3 BY 2 CLIP ONS. 
GUESTS - LAMINATED NUMBERED YELLOW. TRI-LATERAPSTAFF- 
LAMINATED NUMBERED RED. HOTEL BRISTOL PERSONNEL - LAMIN- 
ATED NUMBERED GREEN. SECURITY (ARMED-PLAIN CLOTHES) 
BLUE. HESSISCHER KREIS, MEMBERS, GUESTS AND SECURITY - 
CLIP ON SHIELD EMBOSSED WITH CITY OF FRANKFURT SEAL 
(WIENIE). FRANKFURT PLAIN CLOTHES POLICE (5MM RED 
CIRCLE WITH WHITE STAR). 

9. COMMUNICATIONS: ALL SECURITY FORCES IN BONN WILL 
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OPERATE ON A COMMON FREQUENCY, AVAILABLE AT ALL LOCA- 
TIONS AND IN MOTORCADE. PRINCIPAL'S CAR HAS RADIO COM- 
MUNICATION WITH AMERICAN EMBASSY. 

PHONE NOS. - U.S. EMBASSY SWITCHBOARD - 8955; 

MIKE HABIB (CONTROL OFFICER) - OFFICE NO. 

89-3103; HOME NO. 372-377. 

LOU SCHWARTZ (RSO) - OFFICE NO. 89-3175/6; 

HOME NO. 372-487. 

CLARENCE STAFFORD (A/RSO) - OFFICE 
NO. 89-3175/6; HOME NO. 373-274. 

KEITH CHRISTIE (COMM. CHIEF) - OFFICE NO. 

89-3155; HOME TEL. 373-387. 

HOTEL BRISTOL SWITCHBOARD: 20111. 

HERR HANS ZANDER (SECURITY GROUP CHIEF) - 
EXT. NO. 709. 

HERR LANDES (SENIOR AGENT SECURITY GROUP 
DETAIL); HERR MENNIES AND HERR TAISE, ALSO EXT. 709 
COMMAND POST. 

LA REDOUTE - TEL. NO. 364-041. 

HOTEL STEIGENBERGER SWITCHBOARD - TEL. NO. 

20191. 

WEB, TEL. EXT. 620. 
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JNCK AND RD, EXT. 609. 

FRANKFURTER HOF HOTEL SWITCHBOARD (0611)- 

20251. 

CONGEN FRANKFURT RSO MARK SANNA - (0611) - 
740071 (EXT. 247). 

FOREIGN MINISTRY - TEL. 173393 AND LIBRARY 
TEL. 173391. 

10. WORLD WIDE NEWSWORTHY EVENTS REGARDING GERMAN 
TERRORIST RELATED ACTIVITIES DURING THE PAST 5 DAYS HAVE 
PLACED LOCAL AND NATIONAL SECURITY FORCE ON EDGY ALERT. 

AT THIS HOUR NO DIRECT THREAT TOWARD OUR PRINCIPALS OR 
TO THE TRI LATERAL COMMISSION ACTIVITY HAS 
SURFACED. 

HOWEVER, SOURCES BELIEVE BONN TO BE LIKELY TARGET FOR 
PROTEST ACTIVITY. SIMILAR TO THAT OCCURRING IN MAJOR 
EUROPEAN CITIES, AT ANY TIME DURING THE FOLLOWING WEEK. 

11. LATEST SCHEDULE IS SUBJECT OF SEPARATE MESSAGE OF 
THIS DATE. 

STOESSEL 


SECRET 


NNN 
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